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Abstract. The Fibaro is a system for automation of smart households, which ensures not only the functions of
comfort and power saving, but it also offers the security functions. These security functions were checked and
examined in this paper from several perspectives. The evaluation of two submitted model realizations of Intruder
and Hold-Up Alarm Systems (I&HAS) with using of the Fibaro system was presented: the Proprietary model,
which works with manufacturers’ detectors, and the Integration model including the standard loop I&HAS to the
Fibaro system. These comfort functions were examined in this paper from the point of view of the functional
safety and fulfillment of the normative requirements for the I&HAS. The examination of functional reliability
consisted of verification of the ability of the control unit to correctly respond to changes in detection conditions
inducted through the relevant sensor. The functional tests were conducted in several steps. Thanks to the
functional tests the unreliability of the control unit Fibaro HC Lite to register a larger number of detection
messages had to be confirmed. The result of this work was the demonstration of inappropriateness of utilisation
of installations according to the Proprietary model. Simultaneously the Integration model was evaluated from a
point of view of valid norms with assigning of the first security level, however, the conditions unaffected the
I&HAS.
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Introduction

For a long time we can see many forms of integration the Intrusion and hold-up systems (I&HAS)
with others systems in building [1; 2]. In practice we can see I&HAS integrating the technology
systems (HVAC, ACC, CCTV etc.) [3] or some complex systems called “the intelligent households”,
»the intelligent buildings” [4] or even “the intelligent cities” [5] integrating the I&HAS. Generally, the
integration of the I&HAS is not easy from the viewpoint of technological feasibility nor adherence of
norms [6; 7]. Often we can see the complex systems without the relevant certification. But it may be
indicative of worse functional safety, which is at the security systems very important. One of these
similar systems (they may have the next commercial names, e.g., “smart home system”) is the Fibaro
system, which is the subject of evaluation in this paper. It offers useful comfort and saving functions,
and also the security functions. However, all components of the Fibaro system do not have the
certificated security level related with I&HAS. Therefore, it was appropriate to examine the real
reliability of these security functions and also contemplate the options of deployment of the Fibaro
system as I&HAS from the point of view of the related norms.

Materials and methods

For the purposes of this paper two models of physical implementation were assembled: the
Proprietary model (Fig. 1) using detectors by the manufacturers, and the Integration model (Fig. 2)
integrating the conventional loop of I&HAS to the Fibaro system. As the transmission medium the
Proprietary model uses the Z-Wave network [8; 9] for all self-functionality (including security
features), whereas the Integration model uses for the security features the wired transmission and other
features realized through the Z-Wave. Because the Fibaro system is often used for purposes of security
features in practice, it was advisable to conduct the tests of the reliability of this model.

Generally, the big problem of wireless I&HAS is usually the problem with the reliability of
transmission of information about the detected states to the switchboard. It is often caused by the
influence of the natural electromagnetic interference [10; 11], influence of antennas distance or
influence of obscuration of transmission, eventually by the influence of the artificial electromagnetic
interference. These influences should be firstly the subject of evaluation the reliability of the
Proprietary model. However, during the first tests unanticipated influence of reliability transmission
was manifested. This unanticipated influence was downgrading the meanings of these firstly proposed
tests. It was discovered that on the final reliability of the Proprietary model the influence of the
number of packets registering reliability on the number of packets registered by control unit in the
measurement period was negatively reflected.
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Fig. 1. Proprietary model: 1 — Z-Wave detectors; 2 — Fibaro HC Lite (switchboard); 3 — case;
4 — Fibaro relay FGS-211; 5 — backup power; 6 — GSM output; 7 — Z-Wave access keypad;
8 - Z-Wave alarm
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Fig. 2. Integration model: 1 — loop detectors; 2 — Fibaro HC Lite (only monitoring features);

3 — loop switchboard with case and keypad; 4 — loop alarm; 5 — Fibaro Universal Binary Sensor;
6 — free PGM outputs

For purposes of this measurement the method according to the Functional Examination was used,
which is included in the norm BS EN 50131-3:2009 [12]. It consists of the monitoring of cyclic
transmission of information about detections (packets) on the switchboard input. In this case the
switchboard was the control unit Fibaro HC Lite and the component transmitting information about
detection (transmitter) was the Fibaro Universal Binary Sensor.

The measurement was partly automatized. The microcontroller ATmegal68, the part of the board
Arduino Uno, was controlling the optocoupler 6N139 which was switching the loop of the transmitter
input between open and closed state. Thanks to this method the state-changes on detectors, ordinarily
used in I&HAS (e.g. door contacts, glass break detectors, motion detectors, perimeter detectors etc.)
was simulated.

The measurement was conducted in the laboratory conditions of the Czech University of Life
Sciences in Prague. Before the main measurement of the Fibaro system was conducted, the
measurement of intensity of electromagnetic noise in laboratory thanks to the spectrum analyzer
SPECTRAN HF-6065 (the manufacturer: Aaronia) was made. This verification of conditions was
conducted in the area between the transmitter antenna and the switchboard antenna during one hour.
Through the MSC Spectrum Analyzer software the intensity of electromagnetic noise was recorded in
the band 868-870 MHz with the mean value of -73 dBm.

The main measurement of the reliability was conducted with direct visibility of both antennas on
five distances: 1, 5, 10, 15 and 20 m. Every distance was verified in eight measurement cycles, from
four cycles in a row measurements were conducted with previous restart of the control unit and
thereafter four cycles in a row were conducted without previous restart. One thousand packets were
gradually sent within each measurement cycle. The time period between two sent packets was 0.5 s.
After the end of each measurement cycle the extract from the event log was copied to the table (from
the Fibaro Home Center Lite web application: PANELS -> ALARM PANEL).

Subsequently, the number of the received records was counted from this extract. In the first
evaluation the first four measurement cycles (four thousand packets) for each distance were included.
In the second evaluation the next four measurement cycles and the last measurement cycle from the
first evaluation (five thousand packets) for each distance were included. The third evaluation was
based on the data from the second evaluation, whereas the number of packets registered by the control

1081



ENGINEERING FOR RURAL DEVELOPMENT Jelgava, 24.-26.05.2017.

unit before the measurement cycle was taken into account. All results were converted to percentages
and represented reliability.

In the question of the option analysis of application of the Fibaro system as certificated I&HAS
there was a concern to verify it according to the two related norms CLC/TS 50398:2009 [1] and BS
EN 50131-1:2006 [2] considering both models of realization. Both of these norms are approved by the
European Community at present and are valid as the harmonized norms for large part of the states of
the EU.

Results and discussion

The evaluation of the reliability was based on the measurement of the percentages of successfully
registered packets by the Fibaro HC Lite control unit to its event log. The packets were artificially
transmitted by the Fibaro Universal Binary Sensor through wireless with direct visibility of the control
unit and transmitter antennas. The results were split among three evaluations, so as they could help
point out the major problems of the control unit:

o the reliability of registering of packets with restart of the control unit before the measurement
cycle;

e the reliability of registering of packets without restart of the control unit before the
measurement cycle;

e the dependence of packet registering reliability on the number of received packets by the
control unit before the measurement cycle.

In the first evaluation from the graph (Fig. 3) the unreliability of registering all transmitted
packets is obvious. Nevertheless, the deviation from the assumption that the reliability will have a
downward trend with increasing the distance between both antennas was not shown there. The average
reliability amounted 99 % from this measurement with counting all five distances.
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Fig. 3. Reliability of registering of packets, with restart of the control unit
before the measurement cycle

In the second evaluation, where the restart was conducted every time, from the graph (Fig. 4) it
can be seen that only in the first measurement cycle the reliability was worse. After averaging all five
measurement cycles about five distances the reliability was 57 %. The distance of both antennas
apparently did not affect the result. As in these two evaluations only the act of execution or non-
execution of restart of the control unit before the measurement cycle differs, it can be surmised that the
reliability is dependent on this act. Furthermore, it can be assumed that this property negatively affects
the reliability in the previous time when the control unit received the first thousand packets that were
probably reflected in the results of the first evaluation (Fig. 3).

The third evaluation (Fig. 5) was drawn based on the same data used for the second graph (Fig. 4).
With ignoring the influence of the distance of the cycles, the same number of transmitted packets on
the control unit before the measurement was averaged. The first column of the graph (Fig. 5) shows
the average reliability 98 % that was the measured value closest after the restart of control.
Conversely, the fifth column shows the average reliability 33 % in time when to control unit four
thousand packets are already sent. There is well visible the decreasing reliability of the control unit.
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Based on the Pearsons correlation coefficient (a = 0.05; » = -0.9484) we could declare that the
reliability and the number of packets registered by the control unit before the measurement cycle are
dependent on themselves.
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Fig. 4. Reliability of registering of packets, without restart of the control unit
before the measurement cycle
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Fig. 5. Dependence of packet registering reliability on the number of packets registered by the
control unit before the measurement cycle

These results clearly indicate that the problem with reliability was not in the wireless
transmission, but in the capability of the control unit to process big amounts of packets. Since the
control unit can work with 230 devices (although the manufacturer recommends maximally 150) that
can transmit quite often, the same situation may arise as in these measurements. Thus, the risk of
security threats occurs where the system is deployed. The found rate of unreliability of this system is
for I&KHAS unexepted.

In question of evaluation of deploying the Fibaro system as eventually certificated I&HAS was
drawn from work [3]. In this work the author collected the possibilities and the requirements related to
the problematics of integration of I&HAS to so called “Intelligent building” in technical and
normative terms. Further it was drawn from work [8], where the author detailed discusses the
meanings of related norms. For definition of integration options of the Fibaro system from the
legislative perspective two norms were essential. The first CLC/TS 50398:2009 [1] in the point
4.2.says that integrated building systems must fulfill the related norms for each application. In case of
integration I&HAS, it is related to the second norm from the mentioned norm BS EN 50131-1:2006
[2]. It defines four security levels, stricter with increasing range, and says that if the system is divided
into subsystems, the security level of the whole system corresponds to the security level of the
component with the least security level. However, further this norm in point 5 says that the
components others than I&HAS can be integrated with I&HAS assuming that the properties of every
component of I&HAS will not be adversely affected. Since the control unit or its components of the
Fibaro system do not own certification, it was evident that the Proprietary model cannot be marked
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with any from the four safety levels. The Integration model had a different situation. Because there
was [&HAS managed by the certified security system and the uncertified component Fibaro Universal
Binary Sensor played a role of integration of elements only, they ostensibly did not affect the function,
it was on the spot to investigate this unaffected result. However, it proved that this element is not able
to recognize the protection resistors in the loop (the sabotage protection) due to the absence of input
analog ports. The sabotage protection is necessary for security level from the second and more
according to the norm BS EN 50131-1:2006, point 8.7.2. If inability of negative influence of I&HAS
(the Fibaro Universal Binary Sensor must have a backup power, e.g., form the switchboard) is
ensured, it is possible to acknowledge the first security level for the Integration model. Nevertheless,
the benefit of the first security level is small and, moreover, the need of verification of negatively
unaffecting of I&HAS arises there, exactly the reliability of dismissal the information upon the
transmission route through this component.

The current scientific publication does not engage in the Fibaro system for the time being. Some
publications are entraining the issue of reliability or security of the Z-Wave protocol or, for example,
the issue of the energy consumption of the equipment that uses the Z-Wave [13]. The Z-Wave
communication generally is described in the works [14;15]. The parameters of the Z-Wave with the
other protocols used in the home automation are compared in the scientific works [8; 16]. The author
[17] said that the Z-Wave principle generally has a complicated transmission process of monitoring
features compared to the ZigBee, the alternative protocol used in home automation. This could be one
of more factors affecting the found unreliability of the Fibaro system in this research and it will be
investigated in the process of search for the causes in future research of the author. The study [18] is
focusing on the influences, which generally influence the reliability of equipment used in the wireless
ISM band. Some studies, for example, the study [19], are focusing on pitfalls of the cyberattacks on
the Z-Wave equipment. The study [20] describes in detail the discovered vulnerability of the door
locks Z-Wave through interception of communication and subsequently injecting these obtained data
to the communication channel. However, it is necessary to say that the works are also bringing the
actions, for example, [21] is bringing the action in form of improvement of the intrusion detection
system for Z-Wave communication.

On the market we can meet the systems included in the functions of I&HAS the manufacturers of
which are ignoring the valid norms. The argument for this ignoring could be the partial obsoleteness
arising from inability of the norms to adapt fast to the modern technologic trends in integration. The
strictness of the norms has its justification. They are defined as such that they could form a system
through its principles, which will protect the property, the health and also the feeling of safety of the
users. Therefore, it is essential to make conclusions accepting the actions for reducing of risks arising
from integration of I&HAS with other systems of modern buildings.

Conclusions

The main purpose of this paper was the demonstration of the unreliability of the Fibaro system
used as I&HAS according to the Proprietary model. This unreliability demonstrably is bound to the
unreliability of the control unit Fibaro HC Lite to register a larger number of detection messages
transmitted from detectors. The first evaluation of reliability with restart of the control unit before each
measurement cycle had the result 98 % in average and in the second evaluation of reliability without
restart of the control unit before the first measurement cycle only had the result 57 % in average. It
was declared that this reliability was dependent on the number of packets registered by the control unit
before the measurement cycle. In the following work it would be suitable to examine this problem
more in details, performing the same method of evaluation with using the alternative control unit
Fibaro HC-2 and also with the variable period of packet transmitting.

Furthermore, this paper is a collection of the norm requirements for integration of I&HAS into
other systems and it evaluates the Integration model according to them. If the condition of not
affecting of I&HAS is fulfilled, then the Integration model can be marked only with the first from the
four security levels. To ensure this unaffected, it should be useful and advisable to continue other
examinations of the component Fibaro Universal Binary Sensor in future work.
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